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REPORT OF SPECIAL COMMITTEE T9 INVESTIGATE SBOORZTT OF 
STATE DEPARTMENT COMMUNICATIONS 



1* Xu reepectiv* letters dated Map 12, 19*H, to the 
Secretary of the Harp, the Secretary of War, and the Director 
of the Federal Bureau of Investigation, the Secretary of 
State requested that representatives of those egenoles be 
designated *to serve In an advisory and consultative capacity 
with officers of the Department of State" for the purpose of 
assisting the Department in asking "a most careful survey of 
Its codes and ciphers to determine thjiy efficacy at this time 
and to disoover and establish additional naan* of preserving 
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the secrecy of Its highly confidential ccwounl cations under 
present world conditions*" (Appendix 1*) 

9* With thee# «n & i Is vlev the following we re d esignated « 
Commander &* F* Safford, U.S.N. (Office of Naval . 
tosaunioatlons) 

Captain H. 0, Bayes, U.8.A* (Signal Corps, Office of 

i 

Signal Officer) 

Hr* v, o, Biaokburn (Federal Bureau of Investigation) 
Mr. Fredsriok Xdvesey (Department of State) 

In addition to the foregoing, Mr* William F* Friedman, Principal 
Cryptanalyst, War Department, was designated to serve as 
Technical Advisor to Captain Bayes* 

5* The Committee completed its investigation In four 
sessions, held on Nay 27, June 2, 9 and 12, 1941* Its findings 
as id recommendation* are embodied in this report* 
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4* At its first session# May 27# a preliminary meeting 
was held ia the offics ef Mr* 0* Howland fthaw, Asslstaat 
Secretary of state# who discussed with the members of the 
Committee the nature and scope of the studies to be pursued 
by them and indicated that the Secretary of state desired the 
Committee to investigate all related phases of communication 
security ia and for the Department* 

$« The Committee then resumed its meeting la Hr* Salmon's 
office and after brief preliminary discussion agreed that its 
agenda embraced the foil owing phases of communication security* 
&• The technical soundness and the respective degrees 
of efficiency of the codes and ciphers now in use by the 
Departmenti and the related procedures and safeguards 
followed in their compilation or preparation# physical 
distribution# transportation# and accounting* 

&* The facilities# procedures# and regulations for 
insuring the physical security of cryptographic parapher- 
nalia both at the Department and at its offices in foreign 
countries* 

St* The definitions and delimitations of classes of 
messages and documents with respeot to the various degress 
of confidentiality! and the regulations governing the 
drafting of messages to bs transmitted in cryptographic 
form# as well as those pertaining to the placing of 
responsibility for determining and indicating the classi- 
fication of messages • 

* The regulations governing the selection and proper 
Of 
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technical snployment of the various authorised 
cryptographic systems in cryptographing messages j the 
ffpCLi^ieaa governing the preparation, handling, distri- 
butionand filing or ultimate disposition of plain- 
language versions of eryptographed messages! and the 
regulations governing the preparation of proas releases 
dealing with natters vhloh step have famed the subjects 
of cryptographic communication. 

§m The principles followed in the selection, training 
and assignment to duty ef personnel permitted to have access 
to cryptographic material or to perform cryptographic duties j 
and the principles followed In selecting the agencies ef 
transmission employed In forwarding messages to their 
destination. 

£* The details of the findings of the Committee la respect 
to the foregoing subjects of study are as felloes i 

%, (l) Although in general the several cryptographic 

systems nov employed are tech nica lly sound, 
and efficient, it appears that the various 
codes and ciphers could be distributed to 
holders according to a better defined and more 
orderly system. 

( 2 ) Although the methods used to superenclpher 
messages prepared In certain systems are 
sufficiently secure, this Is perhaps not true 
as regards certain ether systems and It would 
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Appear that the latter wight not yield 
the degree of security desirable for the 
communications for which they are intended. 
The Committee ie not in a position to tub- 
wit a positive opinion in this respeot 
because in order to do so a long and 
extensive oryptanalytle study would be 
essential. 

The Methods and weans used to encipher 
messages of highest seoreey and importance 
appear to be too slow for modem rapid 
communication and require wore labor and 
personnel than vould be the ease if certain 
wschanioo-cleotrioal apparatus now available 
were employed for this purpose, Moreover 
Such apparatus if technically sound oan 
yield far greater cryptographic security 
than is possible with the present "hand- 
operated* means. 

The procedures and safeguards followed 
within the Department itself in the com- 
pilation and preparation of the codes and 
Ciphers# and in their physical distribution 
and accounting appear to he satisfactory. 
However, registration of documents by 
"short titles” is not now the oase and 
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its establishment would be advisable* 

The Committee • l*o feels that special 
forms for the receipt, destruction, 
semiannual accounting, and transfer* of 
document* from one holder to another are 
Quite necessary for an effective accounting 
system. 

(5) As regards the methods folloved in the 
transportation and forwarding of crypto* 
graphic publications and documents to 
authorized holders thereof, it is under- 
stood that stioh material is invariably carried 
by diplomatic courier, -which should insure 
its safe delivery vithout possibility 
Of compromise. However, special teste 
made by the Federal Bureau of Investigation 
of the security afforded by the various types 
of pouches employed for the purpose have 
demonstrated that it 1* easy to open and 
remove the contends of pouches, photograph 
and replace the original documents, and then 
resaw the pouches so as to shov no signs of 

1 

tampering. The type of tumbler lock used 
on locked pouches offers hardly any guaran- 
tees of safety at all, since one of them 
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was repeatedly ^picked* iuoo««»fvtlly 
in * few minutes. She detailed findings 
of this study are embodied in Appendix 2. 

Xxcept at the Department itself and at only a fev 
of the large embassies the facilities, procedures, and regu- 
lations for insuring the physloal security of cryptographic 
paraphernalia appear to be woefully inadequate, these constitu- 
ting in all probability the greatest source of danger to the 
security of all oammtthieations of the Department. Without 
adequate safeguards t& preserve Physical security of the 

^sejf. # fio listen £gr secret c®- 
amniqation regardless pf hoy sound it might be technioaiiy can 
be considered safe for use . 

£. The Department does not appear to have dtoar-out defini- 
tions of and delimitations for various classes of confidential 
matter} it does not appear to bay# clear-out regulations govern- 
ing the drafting of messages to be transmitted in cryptographic 
form} nor does It appear to place responsibility upon the proper 
persons as regards determining end Indicating the elassifieation 
according to which an outgoing message should be handled. 

&• (l) Xn the absenoe of veil -defined regulations 

governing the natters referred to in subparagraph 
& it is apparent that regulations governing the 
the selection of the specific cryptographic 
system oasts cannot be applied properly or with 
certainty. 

«*g * 
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(2) The regulations governing the technical employment 
Of* the various authorised systems appear to be 
adequate * 

(?) The regulations and procedure governing the 

preparation, handling, distribution, and filing 
or ultimate disposition of plain-language versions 
Of crypt ographed messages, vhile satisfactory vithin 
the confines of the OcgBznmleatlons and Records 
Division Itself, appear to be voefullv inadequate 
vhen these documents pass outside the afore- 
mentioned Division, Xt appears that an unspecified 
and constantly varying number of verbatim trans- 
lations of incoming cryptographs! messages must 
be prepared by DOR upon the request of officials 
of the Department who deem it necessary to furnish 
copies for the information of others vho might 
be concerned. The reproduction of copies is 
nov by means of uncontrolled mimeograph and 
this is regarded by the Committee as a highly 
dangerous practice, go accounting for the multi- 
plicity of copies is made nor is there any 
assurance that additional copies are not made 
and circulated vithin the various divisions. 
Accounting for copies under these circumstances 
is not possible even vith much more clerical 
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assistance than la nov available. Further, 
there is neither uni f oral ty nor certainty 
a* to the manner in which these verbatim trans- 
lations are handled or filed in the respective 
divisions to vhioh they are sent, and in many 
cases doubt exists as to their ultimate dis- 
position. While the Committee made no investi- 
gation as to the procedure followed in the ease 
of outgoing messages Initiated vlthin the re- 
spective divisions, it vould appear probable 
that there Is considerable danger from the 
existence of vork sheets and carbon paper bearing 
rough and final drafts of outgoing messages to 
be oryptographed in confidential codes and ciphers. 
Finally, it appears that no great care is exer- 
cised vith regard to the number of persons to 
vhcaa verbatim or even paraphrased copies of 
secret messages are shovn, in many cases this 
being perhaps wholly unnecessary. These unsatis- 
factory conditions probably constitute the second 
great source Of danger to security and. If not 
corrected, security of communication pan neither 
be maintained nor even established. In this 
Connection it is to be noted that in the military 
and the naval service a commissioned officer is 







REF ID : A67132 



eo;inc«i 



not, merely by virtue of hie commission or hi* 
ran k, entitled to receive seoret Information 
In which he Is not directly and officially con- 
cerned. 

(A) The Committee has reason to believe that there 
1* no oareful coordination between the persons 
having knowledge of the contents of cryptographs! 
messages and those who prepare Information embodied 
In the form of press releases which may contain 
matter transmitted or received in cryptographic 
form. 

£. (1) Although the principles followed In the selection, 

training, and assignment to duty of cryptographic 
personnel within the Department, l^ftftlf Appear 
to be satisfactory, the Commit tee has no knowledge 
of what may be thf case In this regard In the 
department's Embassies , Legations, and Consulate* • 

It is true that the Department has specific 
regulations governing these matters, as embodied 
in Seotlon VII -4 of Its Foreign Service Regulations, 
but there appears to be no assurance that these 
regulations are scrupulously and uniformly ob- 
served at all stations t This appears to be a 
subject on which direct personal and periodic 
Observation by properly trained Inspectors would 



Hi 






REF ID : A67132 



I 

nt » U l. i - 

be essential before definite tiiismei could 
be had as to the extent o f conformity with 
pertinent regulations. 

(2) It vould appear that the Department avails itself 
. of cable routes rather than radio channels 
vh or ever possible * a procedure vhieh Is to be 
highly commended. Further, the Oosmlttee under- 
stands that the practise of disoueelng confi- 
dential subjects over the transoeean radio- 
telephone has been practloally eliminated, the 
Committee desires to point out that despite 
assurances of "privacy* so often reiterated 
by the telephone company, such conversations are 
private only so far as the casual listener-in 
is concerned. They offer no obstaoles to any 
person or organisation having a real interest 
in learning the substance of such conversations. 

7. The recommendations of the Committee are embodied below, 
but In order to present them in a veil -Integrated manner the 
successive reoomaendatlons do not follov the order in vhieh 
the subjects and findings are treated in paragraphs 5 and 6 
above. The Committee recommends i 

That the Department of State adopt the same 
definitions of and delimitations for classes of met sages 





* 10 - 

m fr 




ft 



• * 4 - 



REF ID : A67132 




and documents (with rsspeot to the various degrees of 
confidentiality, vis* RESTRICTED, OORFIBEHTIAL, SECRET) 
that nov subsist in the Var Department and in the Havy 
Department (both of the latter nov have identical classi- 
fications and practically identical definitions and 
delimitations therefor) * These three classifications have 
been effective in those Departments for a number of years 
and have proved themselves teohnioally sound end practic- 
able. Furthermore , if the Department of State vere to adopt 
the same classifications and definitions the three Depart- 
ments vould be veil coordinated in this fundamental respeot 
then intercommunication or the exchange of documents be- 
comes necessary. 

jfe* (1) That based upon the foregoing recommendation, 
the Department of State revise its present set 
up of cryptographic systems so as to provide 
adequate systems for cryptographic treatment of 
the three classes of messages in the folloving 
categoric#* 

(a) For communication betvsen the Department and 
selected Embassies and Legations; and for 
intercommunication among them. 
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(b) For communication between the Department and 
all Embassies and Legations; and for inter- 
communication among them. 

Each category should be provided vith cryptographic 
paraphernalia belonging to all lover categories. 
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(o) For ccwmrunlcation betvsen the Department 
and selected Consulates; and for inter- 
communication among them* 

(d) For eommunloation between the Department and 
all Consulates! and for lnteroommunicatlon 
among them* 

(e) For communication between the Department 
and suoh Special Observers and Special 
Missions as may be found necessary* 

(f) For oouanmioation between U.S. Havel Vessels 
and 0,8. Embassies, Legations or Consulates* 

(g) For suoh other special purposes as may be 
found desirable* 

That this distribution of cry p tograp hic systems 
according to categories be accomplis hed by a ^ 
suitable redistribution or reassignment of the 
present codes, so far as is possible, the cddes 
to be provided with the same general system 
of super enoipherment but operating with different 
Cipher keys* For the latter purpose hand-operated 
methods employing cipher tables may be used, but 
It is possible that a cryptograph might be stilted 
for the speedier superenoipherment of certain 
types of confidential messages • 



- 12 - 





UUUK tULii S -** 

(?) That the Department establish a more detailed 
ifatem of accounting for cryptographic para- 
phernalia, using special forms for receipt, 
semiannual report of possession, report of trans- 
fer from one holder to another, and report of 
destruction, these reporta to be based upon 
"short titles" for all rsglstsred documents, 
devices or publications ♦ 

(4) The Department of State be provided with such 
literature and technical advice by the War 
and the Xavy Departments as vlll be of assistance 
in the execution of this recommendation. 

£, (l) That for its most eeeret coMauni cations the 

Department of Stato look seriously into the sub- 
ject of automatic, electrically-operated cipher 
machines j and that the Department collaborate 
vit'S, the Var department or the Vary Department 
With a view to the Introduction of suitable _ 
machines for use at the Department and at the 
largest and most important Embassies vhere speed 
and security of communioatlon Is essential under 
present world conditions. 

(fi) This recommendation, while entailing certain 

initial expenditures for machines, vlll ultimately 
result in some saving by virtues of a reduction 
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in cryptographic personnel, since one machine 
can do the work of several clerks, 

(3) In this eonneotlon the Committee takes cognisance 
Of the fact that negotiations vlth the foregoing 
#nd In view have been in progress between the 
Department of State and the var Department for 
some time and before the appointment of this 
Committee. Xt recommends, therefore, that 
these negotiations be concluded as promptly as 
practicable eo that the machine may be placed 
in service without undue delay. 

(1) That immediate measures be taken by the Department 
of State to provide suitable combination safes 
for the storage of cryptographic paraphernalia and 
and confidential files at all its Embassies, 
Legations, and Consulates not now provided vlth 
adequate facilities for proper safeguarding of 
these materials when not in use. further, that 
the Department take Immediate action to insure 
that only suitably paid American oltlsens are 
employed at outlying offices as guards when those 
offices are dosed between office hours. On this 
crucial point reference is made to paragraph 6b. 

(2) That instructions be issued to all offices 
requiring a complete change in the combinations 

to safes at least ease a. year and that these changes 



be made by competent and duly authorised personnel 
in the office. (There Is nothing about thle 
matter vhioh requires the services of "outside" 
experts) the application of ordinary common 
sense and oareful study of the instructions which 
usually accompany such safes are adequate for 
the purpose.) 

(?) In this connection the Committee takes note 

of the present requirement (Far. VIt-4, Vote 2(c) 
of Foreign Service Regulations) that "each time 
a change is effected In the combination of a safe 
the Department shall be informed by means of a 
card prepared in the following form. . . * and that 
"this card shall be transmitted to the Department 
in a sealed envelope, . . The Committee doubts 
the necessity for this requirement and recommends 
Its immediate elimination. 

(4) That the Department of State collaborate with 
the Pederal Bureau of Investigation in regard 
to the types of safes * cabinets* looked pouches* 
envelopes* eto.* that should be employed for 
Storage and transportation of cryptographic material. 

£.» (1) That the Department of State draw up new regu- 
lations governing the drafting of messages to 
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be transmitted in cryptographic form* basing 
them upon the aev classification recommended in 
paragraph 7a. 

(2) That responsibility for proper drafting, for 
proper classification and for clear indication 
of classification be placed upon the originators 
Of messages) that the latter tvo decisions not 
be made a responsibility of the cryptographic 
personnel) and that the Department take such 
action as vlll insure observance of the regulations 
applicable to these functions. 

(?) That new regulations governing the seleotlon of 
the specific cryptographic system to be employed 
by cryptographic personnel be dravn up by the 
Department and that they be based upon principles 
that are technically sound, arising out of the 
recbamendatlon contained in paragraph 7a. 

(4) That the Department of State be provided vlth 
such literature and technical advice by the Var 
and the ftavy Departments as vlll be of assistance 
in the elaboration of the nev regulations in point. 
£. (l) That the Department drav up nev and detailed 

regulations governing the preparation, handling, 
distribution, and filing or ultimate disposition 
of plain-language versions of eryptographed 
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messa ges for the guidance of all divisions vithin. 
the Department and of all of its Embassies, 
legations, and Consulates, these regulations to 
he based upon technically sound principles arising 
out of the adoption of the recommendation made in 
paragraph 7&. 

(2) That these nev regulations be rigidly and strlotly 
enforced and that the Department take all necessary 
disciplinary measures to Insure their strict 
enforcement by all concerned* 

(?) That the Department be provided vith such litera- 
ture and technical advice by the Var and the Navy 
Departments as will be of aesletance in the elabora 
tion of the nev regulations in point* 

&* That a tour of duty as coding officer at the Depart- 
ment in Washington or at an important office be made one 
Of the mandatory requirements for the training^ and duties 
of junior career officers of the Foreign Service* These 
duties should correspond to those of coding officers in 
the Wavy and should consist of the safeguarding of secret 
and confidential messages, plus routing, filing, dis- 
tributing and paraphrasing messages j and advising superior 
officers as to correct procedure for the maintenance of 
communication security* 
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(1) That the Department take euoh measures as may 
be necessary to provide an adequate and tech- 
nically Informed inspection service for its 
cryptographic operations in foreign countries, 
vith a view to insuring that all the regula- 
tions having a direct bearing upon communica- 
tion security are observed, 

(2) That the Department take steps to have designated 
at the Department in Washington and at each of 
its offices In foreign countries an officer vho 
shall in addition to his other duties perform 
the duties of "cryptographic security officer", 
vho will be responsible for the enforcement of 
all cryptographic and communication security 
regulations at his station, 

(3) That the Department serve notice on all personnel 
concerned in the maintenance of communication 
security that severe disciplinary action vill 

be taken in future oases of laxity, careless- 
ness, or negligence in the observance of 
regulations established to preserve security. 
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APPENDIX 1»- Copy of letter 
from Sooty of State to 
Sooty of Var, Hay 12, 19*1 

APPENDIX 2 *- Findings of study 
Of methods followed in trans- 
portation and forwarding of 
cryptographic publications 
and documents 



June 26, 19*1 
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DEPARTMENT OF STATE 

Kay 12, 19*1. 



My dear Hr. Secretary! 

The Department of State la desirous of having 
made a most careful survey of Its codes and cipher a to 
determine their efficacy at this time and to discover and 
establish additional means of preserving the seorecy of its 
highly confidential communications under present vorld 
conditions. 

X irish to enlist the aid of the War Department 
in the oonduot of the survey contemplated and X hope you 
may be in a position to designate a qualified commissioned 
officer of the Var Department to serve in an advisory and 
a consultative capacity vith officers of the Department 
Of dtate, the Havy Department, and the Federal Bureau of 
Investigation for these purposes, the Importance of which 
X believe X need not emphasise. 

Tour cooperation vlll be very much appreciated. 

dlncerely yours. 



/s/ Cordell Hull 



The Honorable 



■* 



Henry D. Stimson 

Secretary of Var 
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Appendix 2 



Bpecimens of each of the three types of diplomatic pouches 
and a specimen of sealed envelopes used by the department of 
State were submitted to the Technical laboratory of the federal 
Bureau of Investigation for the purpose of determining the 
security of these items for the shipment of seoret material. 

Both the leather courier * a bag find the large canvas 
diplomatic mall pouch make use of a Yale * Super -pin* tumbler 
padiook for sealing the pouches, In the laboratory of the 
federal Bureau of Investigation it vas possible to successfully 
pick this lock a number of times, the time required varying 
from fifteen minutes to three hours* bj^cIT as it val 

possible to enter the leather courier r s bag by removal of the 
lock in this manner no Other attempt vas made to enter the pouch* 
In reepeet to the large o&hfss ttil pouch. In addition To 
being afib to enter this pouch by picking the padiook, it vas 
Also possible to enter it by means of removing the seam stitch* ' 
ing and then replacing the stitches in the same manner as 
they vere prior to removal . The time required to enter this 
pouch depends upon the number" of rovs of stitching it is 
necessary to remove, alleging approximately tvehiy minutes per 
rov df stitching* ~ - - - — 

f&e canvas Air Hall pouoh vhloh vas seated vTih lead 
gfAls inks entered by means 6f removing the se&m stitching a ^ 
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sufficient distance to allow removal of the contents , after 
which the stitching was replaced in the same condition ae it 
was originally. This whole operation required approximately 
one hour* 

The special Svllook envelopes which were sealed one 
within the other were entered by removing the seals and 
loosening the gum* These envelopes could then be refa8ten§d 
and sealed, the time required for the entire process being 
approximate^ one and one half hours including the reproduction 
of the seals. In this connection it is noted that the purpose 
of the locking feature is defeated to a great extent by placing 
the wax seal over the brass, portion,. It is possible, to, pry 
this locking device, open, but. of course in doing soja certfia . - 
amount of djj^ge is done to J&rasft* .^hes this braes is 
Covered by a wax seal, the replacement of a . seal oyar.the bras# 
makes it lnopossible to determine that the bras# look .h*§ been 
tampered with* V.. ■ • 

\ information Is being, given for the jgur pose of indicating 

the relative insecurity of these methods of transmitting secret 
material when it might be required to pass through any examining 
station equipped to this type of work. 
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